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Abstract — In order to hide the real location of enemy the enemy
may use someone else’s IP address or unused IP address, these
enemies are called as spoofers. To find the origin of them many
mechanisms came, due to many reasons these solutions were not
successful. Since they are using someone’s identity the enemies are
safe. In order to find the identity of the Spoofers we are proposing
a novel solution called as Path Back Scatter (PBS). PBS inspects
ICMP error messages generated by bluffing circulation and
trajectories the spoofer constructed on public accessible data. And
also we propose the result which avoids the deployment
complications to catch the spoofer which is cost effective. In this
paper we determine the method and effectiveness of PBS and by
applying PBS we display the real locality of the spoofer and
discarding the respective node from the network.

Index Terms — Denial of service (DoS), ICMP (Internet control
message protocol IP traceback, Network Security.

1. INTRODUCTION

IP Spoofing, also called has hacking the host node or
duplicating the source IP address. In worldwide network this is
one of the major security problem. Spoofers can avoid showing
their original address by using someone else given or not
assigned IP address [3]. The aim of this kind of attack is to
flood the victim with more volume of traffic and the attacker
does not care about receiving the responses to the attack
packets [1].

Some kinds of attacks are passive and some attacks are active
attacks [3]. Spying the information exchanged without making
any changes. In active attack the data is altered or the network
is corrupted. If a proper security plan is not followed our data
and network are vulnerable to any kind of attacks as said above
or like Eavesdropping, Data modification, Identity spoofing,
Password-Based-Attacks, Man-in-the-middle attack[2], etc..

As a result of spoofing many harmful attack have come into
picture such as SYN Flooding, DNS amplification, SMURF,
Packet Marking, Link testing etc. These are the form of Dos
attack [1]. SYN flood in this a succession of SYN request is
sent by the attacker to consume more amount of server
resources in order to make the structure unresponsive to
legitimate traffic [1]. Packet Marking [4] procedure involve
router modify the header of the packet to hold the facts of the
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router and progressing conclusion. Link testing [3] is a style
which fixes the upstream of violent traffic hop-by-hop while
the attack is in progress.

The most difficult part is in differentiating the normal traffic
from attacked traffic as the attacker source is hidden [2]. As
long as the real address is not identified they cannot be stopped,
daunted and vetoed from hurling auxiliary attacks. Several
techniques came out to isolate these attacks, deserting these
attacks would lead to DoS attack [8]. Since the node itself is
hijacked any precarious effects could be done. Since the real
location of the spoofer is not known any benefit can be taken
in the erroneous way. Though there are many measures in use
still spoofing is detected in DoS attack.

To trace the IP Spoofers in internet it is very difficult, to find
them at least two critical challenges we are facing generally the
cost of adopting a traceback mechanism and the other one is
hard to collaborate internet service provider [2]. In this paper
we are trying to overcome these complications.

2. RELATED WORK

These days internet set-up is tremendously defenseless to
arouse and well-furnished assailants [2]. And the essential
confrontations are also readily available, to degrade
performance or even disable vigorous network services, the
circumstances are severe and increasing the financial
disastrous. While disseminated denial of service attacks, are
typically conducted by flooding network attacks [5].

DDoS attack [8] can be classified Proactive, Reactive and
Survival mechanism. Reactive mechanism can be classified
into two types Anti DDoS and IP Traceback which in turn
could be classified into five types [3] Packet marking Log
Based Schemes, ICMP Traceback, Link Testing and Hybrid IP
Traceback Schemes, were hybrid IP Traceback is a
combination of Link testing and Log Based Schemes. Among
all these methods ICMP Trace back’s evaluation matrix is good
in deployment, scalability, Reliability, it is also practically
feasible attackers challenge and scheme survival is also high

3].

©EverScience Publications 151



International Journal of Emerging Technologies in Engineering Research (IJETER)

Volume 4, Issue 3, March (2016)

Network telescope is an essential performance for passive
remark of spoofing happenings on the internet. Network
telescope incarcerations non-solicited communications. Over
and done with which wreckages of lumps could be found which
are attacked by spoofing packets. This is one of the IP spoofing
observation [1].

3. LOCALIZATION OF IP SPOOFER INCEPTION
USING PATHBACK SCATTER SUSPENSION SET

3.1. Overview

In order to localize the identity Spoofer inception we are using
PBS suspension set algorithm which helps in bypassing the
existing deployment problems in using IP traceback
mechanism. Sometimes routers may not be able to forward the
packets, in such situations they create ICMP error message, and
these error messages are used by PBS to locate the inception.
When router makes record on packet forwarded incursion path
would be reconstructed from log. Inception can be positioned
directly by the defilement traffic by this method. Deploying
any additional mechanism is not required to track the attacker.
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Figure 1 Path Back Scatter Architecture

3.2. Traceback Mechanism

Trace back algorithm perform the operations based on packet
logging concept. In architecture diagram we can see the Nodes
N1, N2, N3, N4 and N5. Routers are R1, R2, and R3. As we
know in certain period of time, node N1 can transfer any
amount packets of data. According the network settings there
is a threshold value for each node. If it crosses the limit then
we can tell some issue is there with that node. In the Diagram
Spoofing requester will gives IP spoofing request to Node N2.
Then spoof requester will give the Spoofed IP (192.168.2.2) to
Node N2 That spoofed IP is belongs to the R2 network, Node
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name is N4. Then N2 will select the destination randomly and
transfer the packets and make the destination (i.e., Destination)
N5.N2 will pass via home router R1. The logs will be stores in
the database. Then it will be transferred to adjacent router in
the network. At last it will receive the destination.

Now the Trace back concept starts, N5 ask the home router R3,
is there any node presents with IP address (192.168.3.1). If it is
available then router will check the logs of respective node. If
the Node with Ip address is not available then it will check
nearest router. Then R2 router will check in its home nodes. If
the IP address is present in the network then, that may be the
victim node. Next packet log will be checked for that node. If
that node has not transferred that much of transaction then it is
not a Victim node. It means that somebody spoofed the IP
address of the respective node. R2 will find the nearest router
nodes and its packet logging. At last t will find N2 is the
Spoofed IP by logging approach. Then the network Admin will
block and disconnect Node N2 and Spoofing requester.

Other Fields of [P Header
Source IP Address IP Address of
= Scattering
device(1.2)
Destination IP Address The spoofed
? IP address (3.1)
Other Fields of original [P Header M
IP Header of
Source IP Address Original Packel - Goofed
— IP address(3.1)
Destination IP Address The Destination
- of spoofing
packet(2.1)
64 Bits of Original Packet

Figure 2 Path Back Scatter Packet Format

The format of path back scatter message is illustrated in figure
2. Each message comprises source address of reflecting
expedient which is on the path on or after the attacker to the
target of the spoofing packet. The original Ip header contains
TTL of the spoofing packet. And also the IP address of the
original target of the spoofing packet. In some cases the
original source address and destination address may be
different.

3.3. Algorithms

Algorithm 1: IP Spoofer Module
Input: Number of Nodes in Network
Output: Spoofing request to Node N
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1. Start
2. Let N be the sum of Lumps in the setup

3. Generate the Random number between 0 to N
(Number of Nodes)

4. If(N==0)
5. Generate another Random number between 0 to N.
6. LetR isthe random number

7. If the Random number r is 5 then N5 will act as a IP
spoofer Node

8. It will perform the IP forging.

9. And it will send the data to destination

10. Stop

Algorithm 2: IP Path Backscatter & Traceback

Input: Number of Nodes in Network
Output: Disconnect the IP Spoofer node & IP Spoofing
Requester node from network

1. Start

2. Find the Victim node from logs from database.
3. Letvictim node VN= receiver

4. Traceback task starts through neighboring nodes

5. Each router would be checked for the victim node
entry

6. If found
7. Check for the incoming traffic
8. Else

9. Traceback(repeat)

10. Let N be the number of Nodes in R1 router
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11. Forl=1toN
12. transfer count =logs of Ni and Perform Step 13
13. If Ni_log<T_value

14. This is not a Network Traffic creator and Perform
Step 9

15. Else

16. Disconnect the node from the Network.

17. Stop

4. CONCLUSION

We have dissipated the film on the sites of spoofers established
on inspecting the path backscatter messages. We are presenting
a new technique for estimating denial-of-service attack activity
in the internet by using path back scatter (PBS) technique. Over
and done with PBS we are able to find the genuine locality of
the spoofers. We are also permanently detaching the IP spoofer
node and IP spoofing requestor node from setup.
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